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 Title 15/1/2002

Siemens Mobile SMS Exceptional Character Vulnerability

 Summary
Siemens' Mobile phone supports SMS utilizing the PDU standard. There is a bug in the mobile phone's display subroutine; 
whenever it tries to display special characters the mobile will shut down. In addition, since the SMS cannot be deleted without 
viewing it, thus it will remain on the phone without possibility of deleting it.

 Details
Vulnerable systems:
Siemens 3568i (Or below)

Exploit:
http://www.benjurry.org/en/program/smsdos.zip
Or,
http://www.xfocus.org/download.php?id=10

Solution:
Don't display SMS's you receive from strangers. If you receive such an SMS, you can delete it using the following computer 
program:
http://www.benjurry.org/en/program/sms.zip
Or,
http://www.xfocus.org/download.php?id=11

Solution:
SSMC (Siemens Shang Mobile Communication Ltd) say that the new
software version 23 of 35 series (3508i,3518i & 3568i ) already resolved this
vulnerability.
Any one can update their software on the regional support center.
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Any one can update their software on the regional support center.

 Additional information
The information has been provided by benjurry. 
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